Abstract: This paper surveys the current situation of industrial applications of process monitoring and fault diagnosis (FD). At first, opportunities and challenges faced by advanced FD in industrial applications are discussed. Then, the state of the art of advanced FD applications is reviewed. Finally, some ideas and speculations on future developments of process monitoring and fault diagnosis for large-scale industrial applications are given.
INTRODUCTION
Process monitoring and fault diagnosis (FD) has been an active research field in the control community since several decades, which has established a well-founded theoretical framework (Patton et al. [1989] , Basseville and Nikiforov [1993] , Gertler [1998] , Chen and Patton [1999] , Russell et al. [2000] , Ding [2008] ). In this paper, we focus on practical aspects of process monitoring and fault diagnosis in industrial applications. After sketching typical FD problems often encountered in production plants, we shall discuss opportunities and challenges faced by the FD in industrial applications. Then, we shall review the state of the art of FD applications. Finally, some ideas and speculations on future developments of FD technologies will be given.
OPPORTUNITIES AND CHALLENGES OF FD IN INDUSTRIAL APPLICATIONS
In order to improve plant reliability and availability, much efforts has been devoted to the improvement of component reliability, introduction of hardware redundancies, design of safety measures and fall-back strategies. However, even so faults are sometimes unavoidable due to material aging, hard working surroundings, operator errors, etc.
Process monitoring and fault diagnosis can contribute to operational excellence of production processes by:
• increasing plant transparency and providing information for organisational activities such as asset management, • improving plant availability, • detecting and alarming of abnormality in plants to avoid severe damage and, as a result, reduce repair costs and unplanned plant shut-down costs, • optimizing maintenance activities (for instance, providing information for preventative maintenance), • reducing storage costs of spare parts.
Typical FD problems
In this subsection, we shall introduce several typical FD problems often met in production plants.
Faults in field devices
In a modern plant, there can be hundreds or thousands of sensors and actuators. Therefore, automated monitoring and diagnosis of critical sensors and actuators are often desired.
Faults in mechanical devices
Pumps, compressors and turbines are important mechanical devices that are indispensable for the operation of many large-scale plants. A number of faults can happen in these devices, such as fouling, cavitation, corrosion, blockage, seal failure, etc.
Performance degradation of control loops The controller performance may degrade with time, for instance, because of change of working points, valve stiction, sensor fault, etc. Due to the large amount of control loops in modern plants, manual inspection of the control loop performance is time-consuming. Therefore, here the problem is automated detection and diagnosis of performance degradation in the control loops.
Monitoring of slowly varying faults Typical examples of slowly varying faults are, for instance, fouling and corrosion. Equipments that have fouling or corrosion problems need to be cleaned or regenerated from time to time, which leads to loss of production time. For the optimal planning of maintenance activities (e.g. cleaning, regeneration), it is often desired to get more information about the progress of these slowly varying faults. It is worth noticing that usually the difficulty is not to detect whether there is such a fault or not, but to know how much the fault has proceeded and estimate when the next maintenance should be arranged.
Root cause analysis
Modern plants are characterized by high integration of material and energy and increased automation grade. As a result, a fault in a single component of the plant will often propagate along different directions, influence several other parts of the plant and cause plantwide oscillations/disturbances. The problem is to identify the origin of the plantwide disturbances, so that the fault can be eliminated by specific process modification, equipment modification or controller tuning.
Analysis of dominant influence factors This is a kind of often encountered off-line fault diagnosis problems. For instance, catalyst aging is a problem faced by many production processes. The catalyst with aging problem needs to be replaced or regenerated after a certain working period, which means costs and down time. If dominant influence factors that lead to catalyst aging can be identified, then countermeasures can be undertaken to reduce the frequency of catalyst change or regeneration. However, reaction mechanism of catalyst aging may be unknown and experiments for finding out different influences may cause high cost. In this case, diagnosing the dominant influence factors with the help of process knowledge combined with production data would be attractive.
Requirements on FD systems
From the practical viewpoint, industrial end-users are interested in the following questions:
• In order to increase the acceptance by the end-users, the FD systems should have the following properties.
Low false alarm rate and low miss detection rate False alarm rate and miss detection rate are two well-known indices for the performance evaluation of fault detection systems. The false alarm rate is the possibility that an alarm is triggered in the fault-free case. The miss detection rate is the possibility that a fault happens but causes no alarm. Both false alarms and miss detections lead operators to lose confidence in diagnosis results. Apparently in case of miss detections the consequence of faults can not be avoided. In case of false alarms, countermeasures could be wrongly initiated or even the production will be stopped, which would cause economic loss as well. Therefore, only a small percent of false alarms and miss detections may be accepted by plant operators.
Reliable performance
It is neither practical nor possible to require that every kind of faults can be detected. Therefore, it could be acceptable that some kind of faults can not be detected. Very important for the end-users is that the performance of the FD system is predictable in terms of what kind of faults from which size on can be detected and what kind of faults are difficult to be detected, so that compensating actions like routine maintenance checks and overhauls can be correspondingly arranged to reduce the risk caused by undetected faults.
Easy implementation
The cost of implementation is one of the major costs of realizing an FD system. It includes selection of implementation platform, programming, validation of programs, design of user interface and data interface, etc.
Easy maintenance Modern plants subject to frequent modifications due to load changes, innovations, replacement of devices/equipments, etc. Therefore, FD algorithms may need to be updated now and then to adapt to new working conditions. Depending on the complexity of the FD algorithms, different engineering efforts and prior knowledge may be required to complete this task. In order to reduce life cycle cost and ensure the sustainability and the long-term success of the FD systems, the easiness of maintenance should be taken into account during the design of the FD systems.
Easy use With the increasing global competition, the responsibility of each plant operator has been increasing over the years. After a monitoring system has been implemented, the handling (for instance, interpretation of diagnosis results, visualization, archiving, reporting) should be easy enough for the operators to ensure that the FD system can deliver useful information under affordable efforts and assist the work of the plant operators effectively.
As simple and cost-efficient as possible The FD algorithms should be as simple as possible to reduce implementation and maintenance costs. The final success of the FD system depends on the cost-efficiency of the diagnosis project. For the decision of launching a fault diagnosis project, it is often necessary to give a reliable estimation of project cost. Also a benefit analysis is usually carried out to quantify economic benefit that can be achieved by a successful FD and compare it with project cost (including development, implementation and maintenance). The estimation of the benefit can be carried out based on statistics of fault probability and costs caused by each fault (including repair costs and additional costs such as plant shutdown costs). These figures can be obtained, for instance, from maintenance records in the past years.
Opportunities for advanced FD technologies
There are several development trends observable in recent years that facilitate the industrial application of the advanced FD technologies. • management of the assets over the whole life cycle regarding the reliability and efficiency, • optimization of the asset utilization and cost-effective maintenance of the assets, • generation and provision of information regarding the development and prognosis of the asset-"health" to support decision making of the enterprise and production management.
A key issue of asset management is to obtain the knowledge of the asset health status, based on which further plant and asset management decisions can be made (Gote and Bauer [2008] ). As an important enabling technique of asset health monitoring, process monitoring and fault diagnosis will play a more visible role.
Development of data management systems In the past decade, it is much easier to archive and access historical plant data, for instance, through MES (Manufacturing Execution Systems). Moreover, the real-time computing capability of the data management systems becomes more powerful, which facilitates a cost-efficient implementation of advanced FD systems for real-time judgement and visualization of the plant or device status.
Systematic documentation of fault information Due to the development of information technology, the information of faults happened in the past years (for instance, fault scenarios, fault probability, economic loss caused by each fault, fault cause/effect analysis reports) has been documented more systematically. All these are precious information that helps to find out, for a given plant or device, which kind of faults should be monitored, so that FD algorithms that meet industrial needs can be developed. It also gives some ideas on how to simplify the FD algorithms by incorporating knowledge of faults.
Development of embedded electronics and computing
The rapid development of embedded electronics and embedded computing technique is another important driver for the improvement of plant reliability. It allows more sensors and local data processing to be integrated in the devices without significant increase in cost. Thanks to it, the suppliers of sensors, actuators, pumps and some other devices are increasingly offering self-diagnosis functions that improve added value and market competitiveness of their products.
Movement of automation technology suppliers Some of the automation technology suppliers are creating new business areas like asset management, life cycle management, etc. Some monitoring functions like pump monitoring have been provided as function blocks in distributed control systems.
Advances in sensor techniques
Considerable developments have been achieved by sensor technique in recent years. Vibration sensors have been already widely applied for the monitoring and diagnosis of rotating equipments. Recently, commercial suppliers have begun to offer online corrosion sensors and online fouling sensors, though at the moment the applicability may still be limited.
In summary, the above developments have paved the way for large-scale industrial applications of the advanced FD technologies.
Challenges in industrial applications
Data quality Due to the large number of measurements, the data in data management systems are often saved after compression. As shown by Thornhill et al. [2004] , data compression may have influence on statistical properties of signals and disturb results of correlation analysis.
Strong compression in the historical data leads to loss of dynamic information that is crucial for the study of process dynamics. Other factors that influence the data quality are, for instance, outliers and missing data. The problem with the outliers is how to filter out the outliers automatically, for which several algorithms are available in the literature (Daszykowski et al. [2007] , Huberta and der Veeken [2008] , Kruger et al. [2008] ). Missing data are a problem especially if process dynamics should be considered. In general, data pre-processing is an important step in both the development and the implementation of FD algorithms.
Classification of fault-free data and faulty data For the development of FD algorithms, one of the first steps is to collect data both in the fault-free case and in the faulty case. Usually the time periods immediately after overhauls are regarded as fault-free. However, due to the complexity of large-scale production plants, it is sometimes not easy to tell when the faults have really begun and in which time periods the plant or device under consideration has been fault-free. A detailed discussion with plant operators combined with visual inspection of the data is often necessary to collect reliable information.
Maintenance of advanced FD systems
In view of frequent changes in modern plants, one question for advanced (for instance, model-based) FD systems is to check the validity of the underlying model and, if necessary, to update parameters of the model and the FD algorithms. In order to guarantee the FD performance, a concept for the sustainability of the FD systems is necessary.
Closed-loop historical data
The historical data are often collected in plant operation, during which feedback controllers are running. It is well-known that closed-loop data impose additional challenges to modelling (Chiuso and Picci [2005] ). Closed-loop data bring also difficulty to root cause analysis and fault diagnosis (Gertler and Cao [2004] ).
High cost of modelling One of the main challenges for the industrial application of model-based FD technologies is the considerable efforts often needed to get a good model of the plant or device under supervision. Modelling is often one of the most difficult and time-consuming parts in the development of model-based FD algorithms. Accelerating the modelling procedure is crucial for the reduction of engineering efforts of developing model-based FD systems.
High correlation among measurements There are often various correlations among the measured signals of a plant. Such correlations make it especially difficult in the analysis of dominant influence factors.
Slowly time-varying phenomenon As mentioned before, catalyst aging, fouling, corrosion are slowly time-varying processes, which are often not easy to model. Nonlinearity and time-delays These are the well-known difficulties in the modelling and analysis of production plants.
APPLICATIONS OF ADVANCED FD METHODOLOGIES
In this section, we shall give a brief overview of the application of typical advanced FD methodologies in production plants.
Signal processing based fault diagnosis
The changes in the plant or device often cause changes in some physical variables (e.g. temperature, displacement). By direct measurement of these physical variables with corresponding sensors, information about the plant or device can be obtained.
To improve the FD performance, advanced signal processing techniques (e.g. trend analysis, frequency domain analysis, wavelet analysis) have been applied. Some of them have been already integrated in the sensors. For instance, frequency domain analysis is integrated in vibration sensors, which have been widely applied for the monitoring and diagnosis of rotating equipments.
Model based fault diagnosis
Some faults will influence the correlation among several signals, before they cause significant changes in each separate signal, especially in case of incipient faults. In this case, using model based fault diagnosis can improve the sensitivity of the FD system to the faults. Model-based algorithms can also be used to differentiate normal process changes from changes caused by the faults. Boll et al. [1999] have reported a model based fault detection and identification system based on dynamic models for the detection of valve failures in reciprocating oxygen compressors. Rotem et al. [2000] has demonstrated, using operating data of an ethylene compressor, that the fault detection performance can be significantly improved by integrating a relatively simple model. For pump monitoring, often a numerical model (for instance, in the form of a characteristic map) has been used.
Data based fault diagnosis
Driven by the idea of "turn data into value", the acceptance of data based FD approaches in the industry is high. PCA (principle component analysis) and PLS (partial least square) are the most widely accepted data based FD methods (Qin [2003] ). The standard PCA and PLS algorithms assume that the process is linear and in steady state. In order to take into account process dynamics and auto-correlation of process variables, dynamic PCA and dynamic PLS methods have been proposed (Russell et al. [2000] ). Gertler and Cao [2005] have proposed the partial PCA approach to improve fault isolability. There are two ways to cope with the nonlinearity. One is to integrate a nonlinear model (for instance, in the form of a neural network) in the PLS to describe nonlinear relations among variables (Huang et al. [2000] ). The other one, which relies on deep process knowledge, is to introduce the so-called calculated variables to represent nonlinear dependence among variables (Komulainen et al. [2004] ). The basic idea of ICA (independent component analysis) approach is to find out a set of statistically independent latent variables that can explain the data. The process change is thus reflected in the change of these latent variables (Kano et al. [2003] , Lee et al. [2006] ). Compared with PCA and PLS, the calculation involved in ICA is more complicated. However, it is worthy of further discussion whether the independence between the latent variables could bring additional advantage to the evaluation stage. Motivated by the subspace identification technique, Ding et al. [2009b] have proposed an approach for data-driven design of observer-based FD systems.
On the market, commercial softwares on standard PCA and PLS are available, which can import and export industrial data conveniently and provide different possibilities for the visualization of the results. Such tools can reduce engineering efforts of applying standard PCA and PLS.
Batch monitoring
In order to respond to changing market and customer demands, flexible production is an important topic. Batch processes are, due to their flexibility in operation mode, used extensively in the industry for the production of speciality chemicals or polymers of small volume and high added value. During a batch run, the reactor operates over a wide range of working points. Therefore, batch processes are characterized by time-varying and nonlinear behaviour. Moreover, in some batch processes, each batch may have different batch cycle time, which brings further difficulty for the monitoring. Some batch processes are used to produce multiple products to maximize the utilisation of existing plant assets.
An extended Kalman filter has been proposed by Hagenmeyer and Nohr [2008] for the estimation of heat exchange rate and reaction heat in an industrial semi-batch process, which can also be used for the purpose of monitoring.
The batch PCA and batch PLS methods have been proposed by MacGregor et al. [1994] , Nomikos and MacGregor [1994] , whose basic idea is to transform the threedimensional data matrix into a two-dimensional data matrix. Lane et al. [2001] have proposed an approach for simultaneous monitoring of a number of product grades or recipes of a batch process. In Flores-Cerrillo and MacGregor [2004] it has been proposed to consider batch-to-batch dynamics. To cope with the nonlinearity and time-varying character, one batch run can be divided into several phases and, based on it, multi-phase PCA and multi-phase PLS methods have been developed (Camacho and Pico [2006] ).
Applications of batch PCA and batch PLS to industrial data have been reported in the literature. Boque and Smilde [1999] , Camacho and Pico [2006] have demonstrated the application to the batch polymerization process of nylon. Albert and Kinley [2001] have described the procedure of developing a monitoring scheme for an industrial fermentation process used in Tylosin production. Lane et al. [2001] have demonstrated their proposed approach on an industrial multi-product semi-batch process. Ramaker et al. [2005] have compared different batch monitoring methods on an industrial PVC process. Marjanovic et al. [2006] have considered an industrial batch process of variable batch cycle time for the production of a specialty 
Plantwide disturbance analysis
The problem of plantwide disturbance analysis has been studied for about one decade. Several methods have been proposed for the problem solution, for instance, nonlinearity index, transfer entropy, time delays, nearest neighbour methods, nonnegative matrix factorization, etc (see Thornhill and Horch [2007] for a comprehensive review). It is worth noticing that the interpretation of the obtained results needs to be combined with process knowledge to get reliable conclusions.
Controller performance monitoring
Since the pioneering work of Harris [1989] , the study on controller performance monitoring (CPM) has received much attention (Qin [1998] , Huang and Shah [1999] , Hagglund [2005] , Jelali [2006] ). There is also much discussion on the FD of valve stiction (Jelali and Huang [2010] ). Several commercial products are currently available on the market, which provide automatic CPM for industrial applications with a large number of control loops.
Adaptive FD systems
To handle slowly time-varying plant changes, recursive PCA and recursive PLS have been developed (Li et al. [2000] ). Recently, Ding et al. [2009a] , Naik et al. [2010] have considered data-driven design of adaptive observer based FD systems and parity space based FD systems.
CONCLUSIONS AND FUTURE TRENDS
As a key supporting technology for asset management, it is expected that process monitoring and fault diagnosis will play an even more important role in plant supervision, control and management.
For the application of model based FD approaches, the bottleneck is a rapid modelling of supervised processes, which delivers a good model with necessary simplicities.
The attention of commercial software vendors and service providers has helped the propagation of the data-driven FD approaches. However, it needs more effective and transparent way of coping with nonlinearity and slowly varying plant changes.
There are a number of small-scale service providers for artificial intelligence methods (for instance, neural network, data mining methods) on the market. The acceptance of these methods can be improved by successful industrial benchmark studies.
In general, it is important to integrate process knowledge and maintenance knowledge in the development of advanced FD algorithms. By doing so, the FD systems can be considerably simplified, which would enhance the maintainability and sustainability of the FD systems. The maintenance of the FD systems needs also to be coupled with the maintenance of the plants, so that the plant changes can be taken into account in time.
Large-scale industrial application calls for cost efficient engineering solution. One of the key questions for a wider application of the advanced FD technologies is how to reduce engineering efforts for industrial users. The development of FD algorithms includes several steps: data collection, data pre-processing, modelling, application of FD methods, algorithm validation, design of data and human interface. A unified toolbox and design environment that provide support through the whole design procedure would considerably accelerate the design and re-design procedure.
One of the factors for the success of model predictive control (MPC) in the industry is possibly the availability of a number of commercial products and service providers. In the area of process monitoring and fault diagnosis, service providers can play a more important role.
Finally, the increase of industrial applications of the advanced FD techniques in the coming years will be facilitated by optimized cooperation among the academia, device/equipment suppliers, automation technology providers and industrial end-users.
